Security & Compliance teams generally focus on protecting against external threats whilst largely ignoring
or being unaware of the risk posed by insiders with legitimate access fo business data and apps. Internal
risks can be even more difficult fo defect, so a modern risk management framework is needed to respond
fo insider threats. CPS works with you to address the biggest gaps in Insider risk management today with
insights and tools which can be funed to recognize threats and respond fo indicators, for example:

L Malicious employees (Insider threaf)
2. Communication compliance e.g. inappropriate language and behaviour
3. Data exfiltration by departing employees

Microsoft 365 Risk Management fools allow you to view and work to mitigate these and other risks through
advanced auditing, and customisable alerts, policies and cases.

Identify and mitigate risks Microsoft 365 Risk Management correlates
with Microsoft 365 signals across user activity, provides customisable
Compliance tools. machine learning policy templates, and helps to

detect and remediate policy violations.

This engagement is for new and existing Microsoft 365 users of all sizes to define your modern Risk
Management posture.

CPS" Microsoft 365 Risk Management service is designed to deliver risk defection, mitigation and
remediation to your organisation. Our Microsoft Certified team works with your Business, IT and Compliance
feams to:

« |dentify data risk « Define event triggers
o Define priority content « Configure risk policies and alerts
What can be included ‘ ‘ . :
Cyber security has been a major news
item during the past year. Microsoft

e Insider Risk Management « Advanced Audit 365 Security, Compliance and Identity
o Communicafion o Privileged Access is part of how organisations can keep

Compliance Management ahead of bad-actors.
« Information Barriers o Customer Lockbox Peter Rising, MVP & Head of SCI, CPS
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| Example Engagement
d ~ 1 N - D

Discovery & Envisioning Proof of Concept or Pilot Deploy into Services
|dentify stakeholders - Configure «  Production deployment
Requirement workshop(s) + Review against use-cases - Adoption support
Roadmap + Refine design «  Documentation
Deployment approach «  Documentation - Transition to managed support

Compliment this offering with our other services:
Risk Management is one of CPS' services from a catalogue of capabilities that can be used fo deliver a holistic
cyber security posture to profect your employees, organisaftion and data. Additional services include:

f QA A® 9 &

Security, Compliance & Compliance & Risk Management Zero Trust & Identity Threat Protection Endpoint
|dentity Information Protection Management Management
Fundamentals

Next Steps Security Operations Centre
d» Speak to CPS and arrange a meeting Customers that deploy Microsoft Security,
specific fo your needs Compliance & Infrastructure capabilities can
= Sign-up for one of our live webinars benefit further by purchasing CPS' Security

Operation Centre proactive monitoring service.
Speak to your CPS representative for further

(0] Read CPS' blogs details, and view details at
cps.co.uk/managedservices.

®@ Watch on-demand webinars

Why CPS?

CPS is recognised as a Microsoft Gold Partner and has a dedicated Security, Compliance and Identity

practice. Our Microsoft Gold Certifications and Advanced Certifications are proof of our dedication to
excellence. We are also a FastTrack Ready Partner and have ISO accreditations 27001:2013, 9001:2015,

20000-1:2018 & 14001:2015.

Gold

f Gold Security 1 f Gold Cloud Productivity 1 f
M Icroso t Gold Cloud Platform M Icroso t Identity and Access Management M Icroso t
Pa rtner Gold Cloud Productivity Pa rtner Advanced Specialization Pa rtner
Gold Windows and Devices
B® Microsoft Gold Collaboration and Content B® Microsoft =I Microsoft

) +44(0)1628 321321
M hello@cps.co.uk
L] cps.co.uk

To find out how we can support you on your
journey, contact us tfoday.
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